Create an Account

Creating an ADEM Web Portal account is a two-step process that first has you enter basic user information

followed by confirming your email address and entering additional user information.

1.
2.

Open a browser.

Navigate to the Portal home page (https://prd.adem.alabama.gov/awp) and on the line “New Account?

Start here”, left click on Start here.

ADEM

ADEM Web Portal

Welcome to ADEM's Web Portal. This is the gateway to a number of ADEM applications that will help you in your journey with the Department.

ePay Sign In
ePay allows for the electronic payment of various fees to the ADEM.

Click the link below that corresponds to the fee you wish to pay.
Reset password (expired / forgot password)

Bacteriological Sample Analysis Mew account? Start here.

Water/Wastewater Operator Certification
Smoke School

Underground Storage Tanks

Figure 2 New Account link

On the registration page, please read the Terms & Conditions. It is important to be familiar with all the
Terms & Conditions, especially the fact that Portal accounts are for individual use and not to be shared
and ensuring that the ADEM domain (@adem.alabama.gov) is whitelisted in your email network to

ensure that email correspondence from ADEM is properly delivered.
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4. To accept the Terms & Conditions, left click on the Continue button.

Terms & Conditions

The access and use of the Alabama Depariment of Environmental Management {ADEM) Web Portal for the electronic submittal of emvironmental informiation reguires the
creation of & user ID and password that | must maintain and keep confidential. | will review the following steps concerning ihe creation and maintenance of a user 1D and
password.

Warning Notice

The ADEM Web Portal Registration procedure Is part of a State of Alabama computer system, which is for authorized use only. Unauthorized access or use of this computer
system may subject violators to administrative action. Ali information on this computer system may be monitored, recorded, read, copied, and disciosed by and to authorized
personne! for official purposes, including law enforcement. Access or use of this computer system by any person, whether authorized or unauthorized, constitutes consent io
these terms, An authorized user is defined as any person that s an entity regulated by ADEM, any person that is an employee of an entity/facility regulated by ADEM, or any
person that s contracted to representan entity/fadlity regulated by ADEM to assist in compliance with the Department's regulations.

Privacy Statement

ADEM will use the personal identifying information which you provide for the expressed purpose of registration o the United States Environmental Protection Agency's Shared
CROMERR Services site, validating user identity through the use of LexisMexis services, and for updating and comrecting information in internal ADEM databases as necessary.
ADEM will not make this information available for other purposes uniess required by iaw. ADEM does not =ell or otherwise transier personal information 1o an outside third

party.

Choosing an ADEM Web Portal Password
For ADEM Web Portal Registration purposes, | agree to select a password which will not be easily guessed feig. my name, my chitdren’'s names, birthdays, etc.), Passwords must
meet the following aiteria:

* Be between B-15 alpha-numeric characters (no spaces or spedial characters)
= Not contain your email address

s Not contain the word password

& Contain oniy letters and numbers

* Contain at least one lowercase and one Uppercase letter

= Contain at least one number

* Begin with a letter

Protecting My ADEM Web Portal Login Credentials

| agree to protect my ADEM Web Portal password. | will not divulge my password to any other individual. | will not store i in an unprotected location, and | will not allow it to be
written into computer scripts to achieve automated login. When | or ADEM administrative staff believes that the password has been lost, misused or compromised, the account
shall be deactivated by ADEM Web Portal staff.

Maintaining My ADEM Web Portal Account Email Address

! agree to notify the ADEM Web Pertal Help Desk immediately if my email address changes. | agree to make this notification via email to the ADEM Web Porial Help Desk at
ademwebportal@adem.alabama.gov. This notification will allow ADEM to update the email address associated with my account and to ensure | continue to receive electronic
netifications from the ADEM Web Porial or the system’s u ng the ADEM Web Portzal. | also agree to ensure that the ADEM domain (@adem.alabama.gov) is white-listed in my
email network to ensure that emall cormespondence from ADEM is properly delivered.

Terminating My ADEM Web Portal Account

| agree to notify the ADEM Web Portal Help Desk immediately if my duties change and | no longer need to interact with ADEM Web Porial on behalf of my organization. | agree
to make this nefification via email to my assigned ADEM Inspector or to the ADEM Web Portal Help Desk at ademwebportal @adem.atabama.gov. This notification wilt allow
ADEM to deactivate my account and protect it from potentia! abuse by others.

By pressing the Continue button, | acknowledge and agree o the terms and conditions above.

Cancel

Figure 3 ADEM Web Portal Terms & Conditions
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5. Enter your basic user information. This includes your email address, first and last name, organization

name, and your title. Entry of a middle initial is optional.

Registration User Guide

Steplof2

Usage of the ADEM Web Portal reguires registering for a user account. Registration is a multistep process compnsed of the following steps:

» Step 1: Entry of basic user information
* Step 2: Confirm email address, eptry of userinformation, and entry of account credentials

Please begin by entering your basic user information below. After pressing the Register button, please check your email for a confirmation email. The confirmation email
will contain instructions for completing your registration (Step 2).

Please Note:

* Accounts are for individual users and may not be shared

® Per the United States Environmental Protection Agency’s security requirements, your password will expire 90 days from the time it is set.

* The ADEM Web Portal and related applications are required to send various email notifications to the email address entered. To ensure receipt of these
messages, please verify that the ADEM domain (@adem.alabama.gov) is white-listed in your email network and then verify messages are not going to
your junk mail folder.

® *indicates a required field

Email *

m
]
[¢F
=

Confirm email *

Confirm email

First Name *

Middle Initial

Middle Imtia
Last Name *
Last Name
Organization Name *
Organization Mame

Title *

Figure 4 Registration
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6. After entering the required registration information, left click on the Register button.

Registration

An email confirmation has been sent to the emiall address entered. Please use the link in the message to confirm your email address and complete your ADEM Web Portal
account registration, If you do not complete the second step of registration within 24 hours, your unconfirmed registration will be removed.

ADEM Web Portal

Welcome to ADEM's Web Portal. This is the gateway to a number of ADEM applications that will help you in your journey with the Department.

Figure 5 Registration completion

7. The ADEM Web Portal will send a confirmation email to the email address entered on the Registration
page. The confirmation email will include a link with the wording “clicking here” to confirm your email
address. If the wording does not include a link, you may copy and paste the link from the lower part of

the email into your browser address bar to confirm your email address.

ADEM Web Portal: Confirm your email

Repl, &) Reply Al Forward
@ ADEM Web Portal <noreply@adem.alabama.gov> Pykenh | i Py IO

To O John Doe Tue 7/27/2021 8:00 AM

‘Welcome to the ADEM Web Portal. To complete your registration and create your account, please confirm your email address By clicking here of copy and paste the confirm
email URL below into your browser's address bar. You will then enter your contact information, select and provide answers to five challenge questions®, and create your

password. Your new password must:

= Be 8-15 alpha-numeric characters (no spaces or special characters)
«  Not contain your email address

s Mot contain the word password

= Not repeat a previous password

= Contain only letters and numbers

s Con at least one lowercase and one uppercase letter

e Contain at least one number and begin with a letter

Please note that the confirm email link will expire on 7/28/2021 7:53 AM Ceniral, at which time you would need to restart the registration. Also, your account will not be
created until the steps listed above are completed. If you did not initiate this registration, please contact the ADEM Web Portal Help Desk immediately at

ademwebportal@adem.alabama.gov.

Confirm EmaiIU?L: https:// .adem.alabama.gov/awp/auth/Identity/Account, Confin’nEmaiI?userld:EEaﬁdaB-efQ?ADOZ-S-S?d-
3723f7fdc4db&code=CfDIBAVHVIVTQtOGEVCTM%2F8h hyOkDLyAeHxm3leWdped

2FIdGMUFNtCugmHV2vvTHVaSrzlistxkLIDODcOAZUF7VSxKn)60vatOTH2ZAZ GYXFLaXHwphNkmZmSXNOnNptgCnoWHQrLpgVnX5TIBdube FkSAWVYUBAXSHNmMSGE%
2BqU3NsKiOd%2FyA3LXg3rsI834C2%2BrR%2Ba0UfQQ%2Fat5D%2FRRT46gdSSekeNRCiiybimFLEATNSKEAKNI T1c4c%2B0gX7 mpikHKctg%3D%3D

* For individuals gaining signatory authority, the use of a randomly selected challenge question answer and your password will serve as your electronic signature.

Alab pa of Envil |
PO Box 301463

Montgomery, AL 36130-1463

Help Desk Telephone: (334) 274-4190
Fax: (334) 271-7950

Notice

®  Accounts are for individual users and may not be shared.

*  Perthe United States Environmental Protection Agency's security requirements, your password will expire 90 days from the time it is set

®  The ADEM Web Portal and related applications are required to send various email netifications to your registered email address. To ensure receipt of these messages, please verify that the
ADEM domain(@adem alabama.gov) is white-listed in your email network and then verify messages are not going to your junk mail folder.

Figure 6 Confirm your email message
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Once you left click on the “clicking here” link (or copy and paste the link from the lower part of the email
into your browser address bar) to confirm your email address, the remainder of required user
information may be entered. The Confirm Email page requires entry of the following information before
an account is created:

a. User business address and contact information (section 1 of the image below)

b. Selection of challenge questions and answers (section 2 of the image below). For users seeking
and gaining signatory authority, the use of a randomly selected challenge question answer and
your password will serve as your electronic signature.

e Note: Answers are not case sensitive.

c. Password selection (section 3 of the image below). Passwords must meet the following criteria:

e Be 8-15 alpha-numeric characters (no spaces or special characters)
e Not contain your email address

¢ Not contain the word password

e Not repeat a previous password

e Contain only letters and numbers

e Contain at least one lowercase and one uppercase letter

e Contain at least one number and begin with a letter
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Confirm Email

Step 2 of2

Thank yoi for confirming your 2mail

= Stzp L-Entry of basic user information

= Step 2: Confirm email address, entry of user information, and entry of account credentials

P

apolications

Please Mote:

se complate your registration by entering tha information below: Reguired information inclhudes address, chaltenge quastions and answere, and password: After
preszing the Ragister button, you will receive an'emall confirming the oreation of your sccount and then bs abie 1o log in o the ACEM Web Portal and connected

= Accounts are for individual users and may not be shared

= Per the United States Environmental Protection Agency's security requirements, your password will expire 90 days from the time it is set.

= The ADEM Web Portal and related applications are reguired to send various email notifications to the email address entered. To ensure receipt of these
messages, please werify that the ADEM domain (Fadem alabama.gov) is white-listad in your email network and then verify messages are not going o
your junk mail folder.

= *indicates 3 required fisld

Liser Guida

Mailing Address * Phome *
Mailing Add @ Phona
Mailing Address2 PhoneExtension
Aziling Address 2 Extenzior
ity = Fax
- 1 o
State =
Select state b
ap -~
Country *
United States e
Question 1 Answer 1°
Select 3 question to answer_ b hrizwer 1
Qruestion 2 © Answer 2 *
Select 2 question 1o 3nswer_ b Bnzwer 2
Question 3 * Answer 3 *
Salect 3 question to answar_ w Snzwer-3
Question 4 © Answer 4 *
Sslect 3 question to answar_ W Anzwerd
Question 5 Answer 5 °
Select @ question 1o answar_ b4 Answer 5

Password *

Confirm Password *

Figure 7 Confirm email and create account
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9. Oncetherequired information has been entered on the Confirm Email page, left click the Register button
to create your account. An email confirmation will be sent to the email address previously entered. You

may now log in to the ADEM Web Portal and connected applications.

ADEM Web Portal: Account creation

- € Reply & Reply All —3 Fonward
@ ADEM Web Portal <noreply@adem.alabama.gov: 3B 2 e

To John Doe Tue 7/27/2021 11:00 AM

Your ADEM Web Portal account has been successfully created. You may log in using the email address and password used in creating the account. If you did not initiate this
action, please contact the Alabama Department of Environmental Management Web Portal Help Desk at ademwebportal@adem.alabama.cov.

Alabama Department of Environmental Management
PO Box 301463

Montgomery, AL 36130-1463

Help Desk Telephone: (334) 274-4150

Fax: (334) 271-7950

Notice

®  Accounts are for individual users and may not be shared.

s Perthe United States Environmental Protection Agency's security requirements, your password will expire 50 days from the time it is set.

s The ADEM Web Portal and related applications are required to send various email notifications to your registered email address. To ensure receipt of these messages, please verify that the
ADEM domain(@adem. alabama.gov) is white-listed in your email network and then verify messages are not going to your junk mail folder.

Figure 8 Account creation confirmation

Please Note:

e Entry of required information is denoted with the use of a red asterisk.

e Registrations not confirmed within 24 hours of initiating the registration will be deleted. If this occurs,
you will be required to restart the registration.

e Per the United States Environmental Protection Agency’s security requirements, ADEM Web Portal

account passwords expire 90 days from the time of being set.
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